ITAMSTKA
JIJII OBYYAIOIINXCSI Ob HH®OPMAIIMOHHOM BE3ONTACHOCTH JIETEN

HEJIb3!!!
1. Bcem mogapsin cooOmmiath CBOK 4YacTHYK HHGOpMaIui (HacTosime uMms, pamuauto, Tenedos,
ajipec, HOMep IIKOJIbI, a Takxke GoTorpaduu CBOU, CBOCH CEMbHU U JIpYy3ei);
2. OTKpBIBaTh BIIOKEHHBIC (PailyIbl AIIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIIH OTIPABUTEIS;
3. I'pyOuTsh, mpuauparhbCcsi, OKa3bIBaTh JaBICHUE — BECTU Ce0s1 HEBEKIIMBO M arPECCUBHO;

4. He pacnopspkaiics JeHbraMu TBOEH ceMbu 0€3 pa3pelleHMs] CTapliuX — BCErja CIpamiuBai
POIUTENEN;
5. He Bctpeuaiics ¢ MHTEepHET-3HAKOMBIMM B PEAJIBHOW JKM3HU — IMOCOBETYWCS CO B3pPOCIBIM,

KOTOPOMY JOBEPSEILIb.

OCTOPOZKHO!
1. He Bce mumyt npasay. Uuraems o cebe HempaBay B MHTepHETE — cOoOOLIM 00 3TOM CBOMM
POJIUTENSAM WJIU ONIEKYHAM;
2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCS — MPOBEPH, HET JIM M0JIBOXA;
3. He3zakonHoe konupoBanue (aiiaos B IHTepHETE — BOPOBCTBO;
4. Bceraa pacckasbiBail B3pOCIIbIM O poOIeMax B CETU — OHU BCEria IOMOT'yT;
5. Ucnonp3yil HacTpoilku O€30MacCHOCTU W NMPUBATHOCTH, YTOOBI HE MOTEPATh CBOM AKKAyHTHI B
COLICETSIX U APYTUX MOpTaax.

MOHO U HY’KHO
1. YBaxaii qpyrux noJib30BaTelieu;
2. ITonb3yenibess UHTEpHET-UCTOUHUKOM — JI€NIail CCBUIKY Ha HETO;
3. OTKpBIBal TOIBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;
4. OOpamaiicst 3a MOMOIIBIO B3POCJIBIM — POJIUTENINA, OMEKYHbI U aJMUHHUCTPAIIUS CAlTOB BCEraa
IIOMOT'YT;
5. Ipoiinu obydyeHue Ha caiite «CeTeBUYOK» U TIOJIy4H MACTOPT HUPPOBOTO rpakJaHuHA!

NHOOPMAILIMOHHAA ITAMATKA
I OBYUYAIOIUXCSA JJISA PASMEHIEHUA
HA OPNIUNAJBHBIX UTHTEPHET-PECYPCAX

C KaXIbIM TOJOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKH OJIHA W3 CAMBIX
AKTUBHBIX NoJib3oBaTenen Pynera. Mexny TemM, TOMHUMO OTPOMHOIO KOJIMYECTBA BO3MOYKHOCTEM,
MHTEPHET HECET U MpoOIeMbl. ITa NMaMsaTKa 10HKHA TOMOYb TeOe 0€30MacHO HAXOIUThCS B CETH.

Komnbrorepabie BUPYCbI

KomnploTepHblii BUPYC — 3TO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOTPaMM, OTIMYUTEIBHON
O0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIOCOOHOCTH K Pa3MHOXKEHUIO. B Ji0mosiHeHne K 3ToMy, BUPYCHI
MOTYT TIOBPEIUTh WM TOJHOCTHIO YHUYTOXUTH Bc€ (ailibl M JaHHbIE, TOJKOHTPOJIbHbBIE
MOJIb30BATENI0, OT UMEHU KOTOPOTo ObliIa 3amylleHa 3apa)K€HHas MporpaMMa, a TakKe MOBPEIUTh
WIM J1aX€ YHUUYTOXKUThH OMNEPAlMOHHYIO CHCTEMY CO BceMH (ailnamu B 1esioM. B OosbIMHCTBE
CJIy4aeB pAaCIPOCTPAHAIOTCS BUPYCHI YEPE3 NHTEPHET.



MeToapb! 3aUThI OT BPEIOHOCHBIX MPOrPAMM:

1. Mcnonb3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIA YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. ITloctossHHO ycTraHaBnmuBail mnautd (UM@pPOBBIE 3aIUIaTKH, KOTOPbIE aBTOMATHYECKHU
YCTaHABJIMBAIOTCS C LIEJIbI0 JOPAaOOTKU MPOrpaMMbl) U Apyrue OOHOBIEHHUS CBOEH ONEpariMOHHON
cuctembl. CkauynBail UX TOJIBKO ¢ OUIIMATBHOTO caiita pa3padorunka OC. Ecnu cymiecTByeT pexum
ABTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIIbIOTEpE MOJ MpaBaMH MOJb30BaTelNsd, a HE aJAMUHUCTpaTtopa. JTO He
MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX IMPOTpaMM HHCTAJLUIMPOBATHCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEDE;

4. Hcnonws3yil aHTHBUPYCHBIE MPOTPAMMHBIE MPOAYKTHl HM3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub HpU3NYECKUN JOCTYI K KOMIIBIOTEPY AJISI IOCTOPOHHUX JIUIL;

6. Ucnonp3yii BHEITHUE HOCUTEIN MH(POPMAINH, TaKHe Kak (ielika, TUCK Wiu (aill U3 HHTEpHETa,
TOJIBKO M3 IPOBEPEHHBIX HCTOYHHUKOB;

7. He oTKpbIBaii KOMIIBIOTEPHBIE (Paiiiibl, MOJYYEHHBIC U3 HEHAIC)KHBIX HICTOUHUKOB. Jlaxke Te (aiiibl,
KOTOpBIE IIpHCIIai TBOM 3HAaKOMBIN. Jlydllle yTOUHU y HEro, OTIIPABIISI JIU OH Te€Oe HX.

Cern WI-FI

Wi-Fi — »T0 He BuJ IepeIayn TaHHBIX, HE TEXHOJOTHS, a BCETro JIUIIb OpeHn, Mapka. Eme B 1991
rojly HUJEpJIaHJCKas KoMIaHus 3apeructpupoBana Openn «WECA», dro o6o3Havano
cinoBocouetanne « Wireless Fidelity», KoTopslil mepeBOIUTCS Kak «OECIpOBOIHAS TOUHOCTHY.

Jlo Hamero BpeMeHH Jolia apyras abOpeBuaTypa, KOTopas SBIISETCS TaKOW jK€ TEXHOJIOTHUEH. DTO
abopeBuatypa «Wi-Fi». Takoe Ha3zBaHue OBUIO JaHO ¢ HAMEKOM Ha CTAaHJAPT BBICHIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBojie 03HaYaeT «BBHICOKASI TOUYHOCTHY.

Ja, 6ecruiaTHBIN HHTEPHET-A0CTYM B Kade, OTENSIX U adPOIOPTax ABJISIETCS OTIIMYHON BO3MOYKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIIepThI CUMTAIOT, 4TO obmeaocTynHbie Wi-Fi ceTn He sBISIOTCS
0€30IacCHBIMH.

CoBeTblI 10 0€30MaCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He mepenapaii cBoro nuunyro nHpopmaruio uepes obmeaocrynusie Wi-Fi cetu. Paboras B HuX,
’KEIaTeIbHO HE BBOAUTH MAPOJIH JIOCTYIIA, JOTHHBI U KaKUe-TO HOMEPa;

2. cionb3yit 1 OOHOBJISIA aHTUBUPYCHBIE ITpOrpamMMBbl U OpaHaMayep. Tem cambIM Thl 00€3011achllb
ce0s 0T 3aKa4yKy BUPYyca Ha TBOE YCTPONCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkioun Gyskimio « O0muit qoctyn K daiinam u npuatepam». JlanHas
(GyHKIHS 3aKphITa TI0 YMOJIYaHHIO, OJTHAKO HEKOTOPBIC TI0JIb30BATENIN aKTUBUPYIOT €€ I ya1o0CcTBa
WCIIOJIB30BaHuUs B paboTe uiM yueoe;

4. He ucnonw3yit nmyomuunabii WI-FI nms nmepepgaum JUYHBIX JTaHHBIX, HAIPUMEP IJIsS BbIXOJAa B
COIMAJIbHBIE CETH WIH B DJIEKTPOHHYIO MOYUTY;

5. Ucnonb3yit Tosbko 3amuineHHoe coenunenue yepes HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOJIM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkmoun (ynkuuio «llogkmouenne k Wi-Fi aBromatnueckn». He
JOITyCKal aBTOMaTUYECKOT0 MOAKIIOUEHHUs ycTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacusi.

CoununajbHble CeTH



CouuanbHble CETH aKTUBHO BXOJIST B HAIILY KU3Hb, MHOTHE JIFOJM PA0OTAIOT U KUBYT TaM MIOCTOSIHHO,
a B Facebook yxe 3apeructpupoBan MUJLTAAP/T YEJIOBEK, YTO SBJSIETCS OJTHOM CETbMOM BCEX KUTENIEH
I1aHeThl. MHOTHE OJIb30BaTEeNH HE MOHUMAIOT, 4TO MH(OpMALIKs, pa3MeleHHas! UMU B COLIMATIbHBIX
CETSX, MOKET ObITh HalJIeHa U UCMOJb30BaHa K€M YTOJIHO, B TOM YHCIIE HE 0053aTeNIbHO ¢ OJarumMu
HaMEpPEHUSIMU.

OCHOBHBIE COBETHI IO O€30MACHOCTH B COLIMAIBHBIX CETSIX:

1. Orpanuyb CUCOK Apy3eil. Y TeOs B APY3bsiX HE HOJDKHO OBITH CIYYaHBIX U HE3HAKOMBIX JIIO/ICH;
2. 3amuiai cBOO 4acTHYIO KU3Hb. He yka3biBail mapoiu, TenedoHsl, agpeca, AaTy TBOETO POKICHUS
U JIPYTyI0 JINYHYIO0 UHGOPMAINIO. 3JI0YMBIIIJIEHHUKH MOTYT MCHOJB30BaTh Jlake MH(POPMALIUIO O
TOM, KaK Thl U TBOH POJIUTEIH IUIAHUPYETE NPOBECTU KAHUKYJIBI;

3. 3amuimaii CBOIO permyTaIiuio — JEPXKU € B YUCTOTE | 3a7aBail ceOe BOMPOC: XOTel ObI ThI, YTOOBI
JpyTrHUe MoJIb30BaTENM BUEIH, YTO ThI 3arpysxkaeib? [lomymai, nmpexae 4yem 4To-To OnmyOJIuKOBaTh,
HaIlUCaTh U 3arpy3UTh;

4. Eciv Thl TOBOPHILB C JIFOJAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3Yl CBOE PEAILHOE UMS U JIPYTYIO
JUYHYI0 UHGOPMAIIUU: UMSI, MECTO JKUTEIbCTBA, MECTO yueObl U TIpoUee;

5. N36eraii pazmerienus: ¢potorpaduii B IHTepHeTe, T1ie Thl H300pakKeH Ha MECTHOCTH, 10 KOTOPOM
MOYKHO OIIPEEIIUTh TBOE MECTOIIOJIOKEHHUE;

6. IIpu peructpaiiy B COUUAIBHON CETH HEOOXOIUMO HCIIOJIb30BATh CI0KHBIE ITAPOJIHA, COCTOSIIIHNE
13 OyKB U IU(]P U C KOTUYECTBOM 3HAKOB HE MEHEE §;

7. 115 couManbHOM CeTH, MOYTHI U APYTHX CAUTOB HEOOXOIMMO UCTIOIB30BaTh pa3Hble naposu. Toraa
ecyii Te0s B3JIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIYy4aT AOCTYI TOJBKO K OJHOMY MECTY, @ HE BO BCE

cpasy.
JJIeKTPOHHBbIE IeHbI'H

DJEeKTPOHHBIE IEHBI'M — 3TO OYEHb yJIOOHBII cOcO0 MiIaTeXel, OTHAKO CYIIECTBYIOT MOLLIEHHUKH,
KOTOPBIE XOTAT IOJIYYUTh 3THU JICHBIHU.

DJIEKTPOHHBIE JEHBIU MOSBUINCH COBCEM HEJABHO M UMEHHO H3-3a 3TOI0 BO MHOTHX IOCYyAapCTBax
JI0 CUX IOP HE MPOMMCAHO NPO HUX B 3aKOHAX.

B Poccun ke OHM (YHKIIMOHUPYIOT U O HHUX YK€ MPOINHUCAHO B 3aKOHE, T€ UX Pa3leisaioT Ha
HECKOJIbKO BHJIOB — AHOHHMMHBIE U HE aHOHMMHBbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3pelaeTcs MpoBOIUTh onepanuu 0e3 uaeHTU(UKAIMKY TI0Jb30BaTels, & B HEAHOHUMHBIX
UJCHTU(PUKAIUS TTOJIH30BATEINS SBISETCS 003aTEIbHOM.

Taxxe ciemyer pa3nuyaTh 3JIEKTPOHHbBIE (UATHBIE AEHBIU (PaBHBI ITOCYIAPCTBEHHBIM BajlOTaM) U
AJIEKTPOHHBIE HE(PUATHBIE IEHBIH (HE PAaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MaCHON padOTE C AAEKTPOHHBIMU JIEHbIAMU:

1. ITpuBsiku Kk cueTy MOOMIIbHBIN TeaedoH. ITO caMblil yA0OHBIN U OBICTPBIN CIOCOO BOCCTaHOBUTH
noctyn K cuery. [IpuBs3anubiil TeneoH MOMOXET, eciii 3a0yelb CBOM IIATEXKHBIN MapoJib WU
3aiJICIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogHopaszoBkie maponu. [locie mepexona Ha YCWICHHYIO aBTOPHU3AIMIO TeOe yKe He
OyJIeT yrpokaTh OMaCHOCTb KPa)KU MJIM MepexBaTa MIaTeKHOro MapoJis;

3. Bribepu cnoxubliii maposib. [Ipectynaukam Oy1eT He mpoCTo yraaaTh CI0KHBIHN mapoib. HagexxHble
napoju — 3TO MapoJid, KOTOpPhIE COAEp>KaT HE MEHee § 3HAKOB M BKIIIOUYAIOT B C€Osl CTPOUHBIE U
MpONMUCHbIE OYKBbI, LHU(PPHl U HECKOJIbKO CHUMBOJOB, TaKM€ KakK 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATENIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSIEILIb.



JJIeKTPOHHAA MOYTA

DNeKTpOHHAs M0YTa — 3TO TEXHOJIOTHS U PEJOCTABIISIEMBIE €10 YCIYTH 110 MEPECHUIKE U MOIYYEHHUIO
ANIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTPESISIOTCS B KOMIIBIOTEPHOU ceTH. OOBIYHO IEKTPOHHBIN
MOYTOBBIM SLIMK BBITJISAUT CIAEAYIOLIMM 00pa3oM: UMsI_I0JIb30BATEII(@UMs_JToMeHa. Takke Kpome
nepesady MpocToro TeKCTa, UMEETCsl BO3MOKHOCTh IIepeaBaTh (ailibl.

OcHOBHBIE COBETHI IO 0€30TMacCHOM PabOTE C IMEKTPOHHOU MTOYTOM:

1. Hago BbIOpaTh mpaBHIIbHBIN MOYTOBEIM cepBUC. B HHTEpHETE €CTh OTPOMHBINM BHIOOP OECIIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJTHAKO JIy4YlIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTHHTE;

2. He ykas3piBaili B JMYHOM TmouTe JMYHYIO uHGpopmauutoo. Hanpumep, myuiie BblIOpaTh
«MY3bIKaJbHBINA _(aHaT@» nin «pok2013» BMecTo «Temal3y;

3. HWcnonp3yid ABYXA3TallHYI0 aBTOPU3ALMIO. DTO KOIJa MOMHMO Mapois HYXKHO BBOIUTH KOJ,
IPUCHUIAEMBIN 10 SMSS;

4. BoiOepu clOXHBIA TapoJib. JJIsl Ka)XA0ro MOYTOBOIO SIMKA JIOJHKEH ObITh CBOM HaJE)KHBIH,
YCTOMYMUBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOKHOCTB HalMcaTb CaMOMY CBOM JIMYHBIM BOIIPOC, UCIIOIB3YH 3TY BO3MOKHOCTB;
6. Mcronb3yil HECKOJIBKO ITOYTOBBIX SIIMKOB. IIepBBIM I 4acTHON NEPENMCKU C aJIpecaTaMi,
KOTOPBIM ThI JIOBEpsCLIb. JTO JJIEKTPOHHBIM aJpec HE HAaJI0 MCIOJb30BaTh IPU PETMCTPALM HA
dbopyMax u cailtax;

7. He oTkpbIBail (paiisibl U Ipyrue BIOKEHUS B MUChMAaX, JaXe €CIM OHHW MPUILIA OT TBOUX JPY3€il.
Jlydiile yTOUHM y HUX, OTIPABIISLIIN JIU OHU TeOe 3T (ailiibl;

8. Ilocne okoHuaHUs pabOTHI HA TOYTOBOM CEPBUCE TEPE]] 3aKPHITHEM BKJIAJIKH C CAUTOM HE 3a0y/b
Ha)KaTb HAa «BeriTn».

KubepOyaauHr uin BUPTyaJbHOE U31€BATEIbCTBO

KubepOymnuHr — mpeciieqoBaHUE COOOIIECHUAMH, COJAEpPKAIIMMH OCKOPOJIEHUs, arpeccuro,
3allyTUBAaHME; XYJIUTAHCTBO; COLMANIbHOE OONMKOTHPOBAaHHE C TOMOIIbIO PA3IUYHBIX HHTEPHET-
CEpBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiicst B 60ii. JIyumuii cnoco0: MOCOBETOBAThCS KAk ce0sl BECTU U, €CIIM HET TOro, K KOMY
MOKHO OOpaTHTbCs, TO BHayajle YCHOKOUTbCA. Ecau Tl HauHelb OTBEYaThb OCKOPOJEHUSIMU Ha
OCKOPOJICHUS, TO TOJILKO €111e OOJIBIIE PA30XKKEITh KOHIIHUKT;

2. Yupasnsii cBoel kubeppenyTauuei;

3. AHOHMMHOCTh B ceTd MHUMas. CyllecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 332 AaHOHUMHBIM
AKKayHTOM;

4. He cTtouT BeCTH XyJHMTraHCKH oOpa3 BHUpPTyajdbHOW >Xu3HU. HTEpHET (UKCUpPYET BCE TBOU
NEUCTBUA U COXPAHSET UX. Y JaIUTh UX OyJIeT KpaliHe 3aTpyIHUTEIbHO;

5. Cobmro/1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHu4HbIA HeratuB. OIHOPAa30BbIE OCKOPOUTENBHBIE COOOIICHUS JIydIle
urHopupoBaTh. OOBIYHO arpeccusi MPeKpaIiaeTcs Ha Ha4YaIbHOU CTaNH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMHU, B COIUAIIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKUPOBKH OTIPABKUA COOOLIEHUH C ONPEEICHHbIX a/IpECOB;

8. Eciu 1b1 cBuaeTens kuOepOysinHra. TBoW JEHCTBUS: BBICTYNUTh NMPOTHUB MpeciieoBaTes,
II0Ka3aTh €My, 4TO €ro JACHCTBUS OLEHUBAIOTCS HETAaTUBHO, MOJJIEPKATh KEPTBY, KOTOPOW HYXHa
MICUXOJIOTUYECKAs TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEACHUS B CETH.



MooOuinbHbIN TesedoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COJEPKAT B ceO€ BIOJHE B3POCIbIA (DYHKIIMOHAI, U TETIEPh
OHM MOTYT KOHKYpPHpPOBaTh CO CTAaMOHAPHBIMU KommbroTepaMu. OJHAKO, CPEACTB 3AILUTHI IS
OJOOHBIX YCTPONCTB IIOKA OYEHb Majlo. TecTupoBaHHE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOJIUT HE
TaK MHTEHCUBHO, Kak Ju1s [IK, To ke camoe kacaeTcss 1 MOOMJIbHBIX IPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPaKTHUYECKU JIOTHAJIM HACTOJbHBIC aHAJIOTH, OIHAKO
pacimvpenne (pyHKIHOHAaNIa BJeUeT 3a CO00M OOJBIIYIO CIOKHOCTh M MEHBIIIYIO 3aIIHIIIEHHOCTb.
Jlaneko He BCe MPOU3BOAUTEIM BBITYCKAIOT OOHOBJIICHUS, 3aKPhIBAIOIINE KPUTHUECKUE YA3BUMOCTU
11 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JJ1 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Huuero He siBisieTcs no-HacrosiuieMy OecruiaTHbIM. byib 0cTOpoXkeH, Bellb KOorjaa Tede Mpeaiarator
OecrIaTHBI KOHTEHT, B HEM MOT'YT OBbITh CKPBITBI KAKHE-TO IJIATHBIE YCIYTH;

Hymaii, npexiae yeM otnpaButb SMS, ¢oro miam Buaeo. Thl TOUHO 3Haelb, I7le OHU OyAyT B
KOHEYHOM HTOre?

Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO CMapThOHa;

Hcnonp3yit aHTUBHPYCHBIE TIPOTPaMMBI [Tl MOOMJIBHBIX TeJIe()OHOB;

He 3arpy»xaii NpHui0KeHHsI OT HEU3BECTHOTO MCTOYHHUKA, BEJIb OHM MOTYT COJIEP>KATh BPEJOHOCHOE
MIPOrpaMMHOE 0OECIICUECHHE;

[locne Toro kak Thl BBIMJEIIb C caiiTa, r1€ BBOJAWJ JIMYHYIO MH(OpMALUIO, 3aliAU B HACTPOUKHU
Opay3epa u yaanu cookies;

[leproanuecku npoBepsii, KaKKUe IIaTHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JaBaii cBOM HOMep MOOMIIBHOTO Tele(OHa TOJIBKO JIOASM, KOTOPBIX Thl 3HACIIb U KOMY JOBEpSIEIIIb;
Bluetooth gomxeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJb3yenibes. He 3a0bpiBaii HHOTIa MPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBl — 3TO KPacoOyHbIE, 3aXBaThIBAIOIIME Pa3BICUCHUS, 00BEIUHSIONINE
COTHM TBHICSY YEJIOBEK MO BCceMy MHpY. Mrpoku ucciaenyroT JaHHBIM UM MHp, OOLIAIOTCA JPYT C
JIPYTOM, BBITIOJIHSIIOT 3aJJaHusl, CPAXKAIOTCSI C MOHCTPaMH M MOJYYaroT ONBIT. 3a YAOBOJbCTBHE OHU
IUIATAT: MOKYTMAIOT JUCK, OMJIAYMBAOT A00OHEMEHT WJIM TPHUOOPETAIOT KaKUe-TO OILHUU.

Bce »tn cpeactBa umAyT Ha MoAJEp)KaHWE M Pa3BUTHE UIPHI, a TaKKe Ha caMmy O€30MaCHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMBbI aBTOPH3ALIMH, BBIMYCKAIOTCA HOBbIE MaTuu (UG POBBIEC 3aJIATKU JIJIS
Mporpamm), 3aKphIBalOTCS YSI3BUMOCTH CEPBEPOB.

B no100HBIX UTpax CTOUT ONacaThCsi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPakl TBOETO MapoJis,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MaCHOCTU TBOETO UTPOBOTO aKKAyHTa:

1. Ecnu npyroii urpok BesieT cedsl M10Xo WK CO34aeT Te0e HEMPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

2. Iloxamyiicst aIMUHUCTPATOPAM UTPhI HA IIJI0OXO€ NOBEACHUE ITOI0 UTPOKA, KEITATEILHO MTPUIIOKHUTh
KAaKHe-TO JJOKA3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail tnuHyo nHGopMaluio B mpodaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIManbHbIC TATYH U MOJIBI;

6. Mcnosb3yil CIOKHBIE U Pa3HbIE ITAPOJIH;



7. Jlaxke BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [Toka Thl Urpaelib, TBOW KOMITBIOTEP MOTYT
3apa3uTh.

@OUINUHT WA Kpaxa JUIHbIX JAHHbIX

OOGBIYHOM KpaXkel ICHET M JOKYMEHTOB CET'OJIHS YK€ HUKOTO HE YJIMBHIIb, HO C Pa3BUTHEM UHTEPHET-
TEXHOJIOTUM 3JIOYMBIIUICHHUKA TIEPEMECTIIINCh B HMHTEPHET, W IPOJOJDKAIOT 3aHUMAThCS
«ITFOOUMBIM) JIEJIOM.

Tak mosiBHIIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUIIMHT, TJIaBHAS I KOTOPOTO

COCTOWT B TOJMYyYEHUH KOH(HUIACHIIMATIHHBIX JaHHBIX IMOJIb30BaTENeii — JOTMHOB W mapoiieii. Ha
aHruiickoM si3pike phishing unraercs kak ¢umunr (ot fishing — peiOHas noist, password —
MapoJib).

OcCHOBHBIE COBETHI 110 60PHOE C PUIIUHTOM:

1. Cnean 3a cBouM akkayHTOM. Ecim Thl momo3peBaellb, YTO TBOS aHKeTa ObLIa B3JIOMaHa, TO
HE00X0IUMO 3a0JIOKHUPOBATH €€ U COOOIIUTh aIMUHUCTpATOPaM pecypca 00 ITOM KaK MOXKHO CKOpEE;
2. Ucnonw3yit 6e30macHbie B€O-CaliThI, B TOM YHCJIC, HTHTEPHET-Mara3nHoOB ¥ TIOUCKOBBIX CUCTEM;

3. Hcnonw3yid CJHOXHBIE W pa3Hble mapoiau. TakuM oOpa3oM, eciaud TeOs B3JIOMAaloOT, TO
3JI0YMBILUIEHHUKH MOIy4aT JOCTYH TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s1 B3110Mau, TO HEOOXOIUMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE J100ABIIECHBI
y T€Osl B APY3bsIX, O TOM, YTO T€Os B3JIOMAJIA U, BOBMOXHO, OT TBOErO0 UMEHHU OYyJIeT pacchuUlaThCs
CIIaM U CCBhUIKH Ha (DUILIMHTOBBIE CANUTHI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOWIBHBIN TenedoH;

6. OTKII0UM COXpaHEHHUe MaposIs B Opay3epe;

7. He oTkpbIBail (pailsibl U Ipyrue BIOKEHUS B MUChMAX, JAXKe €CIM OHU MPUILIN OT TBOUX JAPY3EH.
Jlyuiie yTo4HH y HUX, OTHPABIISUINA JIM OHU T€OE 3TH (pailiibl.

Hudposas penyrauus

[udpoBas pemyranuss — OSTO HEraTWBHAs WM TO3UTHBHAs WHpopManus B cetu o Tebe.
Komnpomerupytomass uHdopmanusi, pa3MelleHHas B HHTEPHETE, MOMKET CEpPhe3HbIM 00pazoMm
OTpa3UThCs Ha TBOEH peasibHOM xu3HU. «l{udpoBas penmyrauusy» — 3TO TBOW MMHIXK, KOTOPBIA

(bopmupyetcs u3 uHGopManuu o Te0€ B UHTEPHETE.

TBoe MecTo )xuUTENbCTBA, yueObl, TBOE PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl
0 OJIM3KUX — BCE 3TO HAKAILJIMBACTCS B CETH.

MHorue noJipoCTK! JErKOMBICIEHHO OTHOCATCA K IMyOJIMKauy Tu4HO nHpopmanmu B HTEepHETE,
HE NMOHMMAas BO3MOXKHBIX MOCJIEACTBUN. Thl Jake HE CMOXKEILb JI0ralaTbCsl O TOM, YTo (oTorpadus,
pa3MelleHHas S JIeT Ha3a/, cTala MPUYMHONW 0TKa3a NPUHATH TeOst Ha paldoTy.

KommenTapuu, pazmenienne TBoux ¢potorpaduii u 1pyrue AeMcTBUs MOTYT HE HCUE3HYTh IaXKe [OCIIe
TOTO, KaK Thl MX yJaJWIlb. Thl HE 3HACIIb, KTO COXPAaHWUJ ATy MHPOpPMALIMIO, MOMaja JU OHA B
MOMCKOBBIE CUCTEMBI U COXPAHMWJIACh JIU OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOEe OKpYkaIolue JI0/IH,
KOTOpBIE HAWAYT U yBUAAT 3T0. Haiitn mHpOpMaIinio MHOTO JIET CITyCTS CMOKET JIF000i — Kak U3
T00pBIX TOOYKICHHM, TaK M C HAMEPEHUEM MIPUIUHUTH BPEI. DTO MOXKET OBITh KTO YTOJTHO.
OcCHOBHBIE COBETHI 1O 3aIIUTE HUPPOBOM permyTallUu:

1. ITonymait, mpex e 4eM 4To-TO MyOIMKOBATh U MepeaaBaTh y ceOs B 0JI0re UK B COLUATIBHON CETH;
2. B mnactpoiikax mnpoduiisi yCTaHOBM OTpaHUYEHHUST HA MPOCMOTP TBOEro MNpPOPMiIst U €ro
COZIEP’KUMOT0, CAEIIAN €T0 TOJIBKO <« APY3EN»;

3. He pa3mMernaii 1 He yka3biBail UH(pOpMaIUIO, KOTOpasi MOKET KOT0-JIM00 OCKOPOJISITh I OOMKATh.



ABTOpPCKOE IPaBo

CoBpeMeHHbIE HIKOJIbHUKH — aKTHUBHBIE MOJIb30BaTENN MUPPOBOro mpoctpancTta. OIHAKO aIeKo
HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMH BO3MOKHOCTSIMH IIU(POBOTO MUpa TpeOyeT COOII0IeHUS
[paB Ha UHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «uHTENIEKTyalbHasi COOCTBEHHOCTh» OTHOCUTCS K Pa3IM4YHBIM TBOPEHMSIM YEJIOBEYECKOTO
yMa, HauyuHasi C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIOMIMX COOCTBEHHOCTH HA MPOIYKTHI U
yCIyTd, W 3aKkaH4yuBash KHUramu, ¢oTorpadusamMu, KUHOQUIBMAMU W MY3bIKAJIbHBIMU
IIPOU3BEICHUSAMU.

ABTOpCKHE IpaBa — 3TO MpaBa Ha MHTEIUIEKTYaJbHYI0 COOCTBEHHOCTb HA NMPOU3BEICHMS HAYKH,
JUTEPATYpPhl M HUCKYCCTBAa. ABTOPCKME IIpaBa BBICTYNAIOT B KAauyeCTBE TapaHTHH TOrO, 4YTO
MHTEJJICKTYalIbHBIM/TBOPUECKU TPy aBTOpa HE OyJIeT HampacHbIM, JacT €My CIpaBeJIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yjbTaTaxX CBOETO TPyAd, NOJYyYUTh U3BECTHOCTb M IPU3HAHUE.
Hukro 0Oe3 paspelieHus aBTopa HE MOKET BOCIIPOM3BOJIUTH €r0 MPOU3BEJACHHUE, PACIIPOCTPAHSTH,
myOJIMYHO JEMOHCTPUPOBATH, IPOJaBaTh, UMIIOPTUPOBATH, yCKATh B MIPOKAT, MyOIMYHO UCTIOHSTH,
MOKa3bIBaTh/UCIIOJIHATH B 3upe uiu pazmeniats B UHTEpHETE.

Hcnonp30BaHue «IUPaTCKOr0» MPOrpaMMHOTO 00€CIedeHHsI MOKET IPUBECTU K MHOTUM PUCKaM: OT
NOTepH JaHHBIX K TBOMM aKKayHTaM [0 OJIOKUPOBKM TBOETO YCTPOWCTBA, IJI€ YCTaHOBJIEHA
HeJerajibHasg nporpamMma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE U O€CIIaTHBIE
IIPOTPAaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nmopraJe
CeteBU4OK.ph — TBOM TJIaBHBINA COBETYHK B CETH. 37I€Ch Thl MOKEIIIb Y3HATh O 0€30MMaCHOCTH B CETU

MOHSTHBIM U JOCTYIHBIM S3BIKOM, a IIPU BO3HUKHOBEHUHU KPUTUYECKOW CUTyallud OOpaTUThCS 3a
COBETOM. A TakK)Ke MPUHATH YYACTHE B KOHKYPCAX U CTaTh CaMbIM LIU(PPOBBIM I'paKJaHUHOM!
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